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1.	 �The report was written by Group-IB experts without any  
third-party funding.

2.	 �The report provides information on the tactics, tools, and infra-
structure of the various groups. The report’s goal is to minimize 
the risk of the groups committing further illegal acts, suppress 
any such activity in a timely manner, and raise awareness among 
readers. The report also contains recommendations on how 
to protect against future attacks. The details about threats are 
provided solely for information security specialists so that they 
can familiarize themselves with them, prevent similar incidents 
from occurring in the future, and minimize potential damage. Any 
information outlined in the report is not intended to advocate 
fraud or other illegal activities in the field of high technologies 
or any other fields.

3.	 �The report is for information purposes only and is limited in distri-
bution. Readers are not authorized to use it for commercial 
purposes and any other purposes not related to education 
or personal non-commercial use. Group-IB grants readers the 
right to use the report worldwide by downloading, reviewing, 
and quoting it to the extent justified by legitimate citation, 
provided that the report itself (including a link to the copyright 
holder’s website on which it is published) is given as the source 
of the quote.

4.	 �The entire report is subject to copyright and protected by appli-
cable intellectual property law. It is prohibited to copy, distribute 
(including by placing on websites), or use the information or other 
content without the right owner’s prior written consent.

5.	 �If Group-IB’s copyright is violated, Group-IB will have the right 
to approach a court or other state institution to protect its rights 
and interests and seek punishment for the perpetrator as provided 
by law, including recovery of damages.
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GROUP-IB HI-TECH 
CRIME TRENDS  
REPORT

The Hi-Tech Crime Trends report analyzes cyberattacks, examines how 
the cybercrime industry functions, and forecasts upcoming changes 
in the threat landscape for various sectors of the global economy. 
Group-IB has published the report every year since 2012, integrating 
valuable data and key insights that the team has gained through over 
70,000 hours of experience in responding to cybersecurity incidents 
worldwide.

The information provided in Hi-Tech Crime Trends enables businesses, 
NGOs, governments, and law enforcement agencies around the world 
to fight cybercrime and help potential victims. Intended for IT directors, 
heads of cybersecurity teams, SOC analysts, incident responders, and 
other security professionals, the Hi-Tech Crime Trends report serves 
as a practical guide for strategic and tactical planning.

With the use of unique tools for tracking threat-actor infrastructures and 
the careful analysis of globally-distributed specialists, Group-IB experts 
identify and confirm patterns of cyber threats each year. This informa-
tion serves as a basis for forecasts, which have proven accurate every 
year since the first Hi-Tech Crime Trends report was published. These 
forecasts help companies around the world build effective cybersecurity 
strategies with relevant threats in mind.

The forecasts and recommendations contained in Hi-Tech Crime Trends 
are aimed at reducing financial losses and infrastructure downtime. They 
are also designed to help organizations take preventive measures to coun-
teract targeted attacks, espionage, and cyber-terrorism operations.

Group-IB strongly believes that the continual exchange of data, combined 
with lasting partnerships between private companies and international 
law enforcement agencies, is the most effective way to combat cyber-
crime. Cybersecurity awareness helps preserve and protect digital 
spaces and freedom of communication. It is to these ends that the 
Hi-Tech Crime Trends report is published.
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Organizations in the financial sector face a hostile threat landscape, 
as they are often the preferred targets of profit-seeking cybercriminals. 
To properly protect their networks, infrastructure, and data, security teams 
at financial institutions must have access to the latest intelligence on the 
most common attacks, how they are carried out, and which bad actors 
are responsible. This report provides precisely this information in order 
to help finance industry organizations stay one step ahead of threat actors.

In the second half of 2020 and the first half of 2021, one cyber threat 
stood out as the most damaging to financial sector organizations: ransom-
ware. Group-IB experts have carefully monitored and analyzed this major 
issue, finding that threat actors are demanding huge ransoms, sometimes 
as much as $70 million, from their victims. The negative impact of ransom-
ware attacks are unprecedented.

The staggering growth in ransomware use is closely related to another 
current trend: an increasing number of threat actors are selling access 
to compromised networks. Stolen access rights can be used both to conduct 
targeted attacks and to spread ransomware and other malware. During 
the reporting period from the second half of 2020 to the first half of 2021, 
Group-IB Threat Intelligence experts identified 95 cases of threat actors 
selling access to systems belonging to financial companies located 
in Australia, Brazil, UK, Germany, Egypt, India, Iran, Spain, Italy, Canada, 
China, Mexico, Nigeria, UAE, Paraguay, Portugal, Russia, Saudi Arabia, 
Singapore, US, Thailand, Philippines, France, Chile, and Japan. In most 
cases, the cybercriminals advertised access to American banks and 
financial institutions.

Group-IB also looked into the market for phishing and affiliate programs. 
Even though this type of activity has been practiced in the under-
ground since as early as 2017, the current number of affiliate programs 
is at an historic peak.

Another significant threat is the distribution of fake payment pages that 
use legal bank transactions to transfer customers’ money to accounts 
controlled by the threat actors.

In Russia, after a long pause, attacks on AWS CBR (Automated Work 
Station Client of the Russian Central Bank) have once again become 
a pressing issue. In early 2021, a group called MoneyTaker is assumed 
to have stolen from a Russian bank.

INTRODUCTION 01
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Among other financially motivated threat groups, the one known 
as OPERA1ER (aka DESKTOP-GROUP, Common Raven, and NXSMS), 
which has attacked banks, financial institutions, and telecommunications 
companies in Africa, Asia, and Latin America, are highlighted in this report. 
In the future, OPERA1ER is likely to scale up and add other regions to its list.

Group-IB experts assessed the current state of the carding market 
by analyzing the activities of major card shops, marketplaces where 
criminals sell compromised bank card data. The market has shrunk due 
to the largest card shop, Joker’s Stash, closing down.

As always, Group-IB investigated the activity of banking Trojans for 
PC and Android. Most banking Trojans that were active from the second 
half of 2020 to the first half of 2021 were developed by Russian threat 
actors. Latin American malicious actors created only a small number of the 
banking Trojans developed in the reporting period, but the banking Trojan 
market in Latin America is on the rise.

Group-IB experts studied the 11 most dangerous phishing kits. Many are 
based on the source code of a framework called U-Admin.

During the reporting period, the number of JS sniffer families detected 
reached 98, with 42 of them being active during this time. JS sniffers pose 
the most risk to online retailers. Last year, they were used to compromise 
more than 80,000 bank cards belonging to customers of online stores.
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BANKING TROJANS FOR PC ARE DISAPPEARING

The market for desktop banking Trojans is gradually 
disappearing. Latin America remains the only region 
where they still pose a serious risk, but, even there, 
only two new viruses were detected during the 
reporting period. 

BANKING TROJANS FOR  
ANDROID REMAIN ACTIVE

The market for Android banking Trojans has not 
changed significantly. However, three new Trojans 
were detected: Ghimob (mostly active in Latin 
America), FluBot (in Europe), and TeaBot aka Anatsa 
(in Europe and Russia). The most widely used 
Android Trojans, FluBot and TeaBot, have become 
a significant threat. Their creators shape their 
operations based on the affiliate program model, 
thereby attracting many hackers from various 
regions, especially those who have experience 
in spreading Android Trojans and using them 
to commit theft. 

THE NUMBER OF RANSOMWARE ATTACKS 
ON FINANCIAL COMPANIES HAS INCREASED

Ransomware attacks on financial institutions have 
become more common. In the reporting period, 
127 ransomware attacks were identified compared 
to less than 50 in the previous period.

HACKERS ARE USING TELEGRAM BOTS  
AND BUYING PHISHING FRAMEWORKS

As a rule, threat actors who use phishing 
frameworks do not develop them from scratch but 
rather buy ready-to-use products. Many popular 
phishing sites are based on the source code 
of older, well-known models such as U-Admin and 
Kr3pto. Threat actors have started to steal data via 
Telegram bots, whereas in the past, they mainly 
used email. It is worth noting that threat actors 
often attack banks (and their clients) based in the 
same regions that the hackers themselves live. This 
trend was observed in the Netherlands and Spain.

INTER: THE MOST POPULAR JS SNIFFER 

Inter is one of the most popular JS sniffers sold 
on underground forums. Dozens of threat actors 
have used it to steal bank cards.

THE FAKE PAYMENT PAGES MARKET IS EVOLVING

The fake payment pages market has evolved 
recently. In Russia alone, the financial damage 
caused by such attacks amounted to almost 
$43.4 million per year. In the reporting period, 
more than 40 million card transaction confirmation 
requests were made on phishing websites.

PHISHING AFFILIATE PROGRAMS ARE  
BECOMING MORE AND MORE POPULAR

Phishing and fraudulent affiliate programs are 
becoming more and more popular. Group-IB experts 
believe that there currently are more than 70 fake 
programs. In the reporting period, their joint profit 
amounted to at least $10 million.

THE MARKET FOR ACCESS TO CORPORATE 
NETWORKS HAS GROWN

The market for access to corporate networks has 
grown significantly. Compared to the previous 
period, the number of initial access brokers (IABs) 
has increased from 18 to 47 , while the number 
of known sale incidents went up from 31 to 95. 

NEW JS OBFUSCATION TECHNIQUES  
ARE EMERGING

JS sniffer operators have shifted to new 
obfuscation techniques because the methods they 
used before no longer allow them to keep the code 
hidden from antivirus tools for long enough.

THE NUMBER OF BANK CARDS FOR SALE 
IS DECREASING

2021 saw a drastic decrease in the number of bank 
cards put up for sale. One of the key reasons for 
this decline is the closure of Joker’s Stash, a major 
card shop for selling compromised bank cards that 
accounted for 40% of the global carding market. 
In addition to Joker’s Stash, more than 10 smaller 
card shops shut down in 2021. That said, the share 
of bank cards put up for sale by other card shops 
remained the same.

JS SNIFFERS ARE BEING DELIVERED  
USING LEGITIMATE SERVICES

It is increasingly common for threat actors 
to try new ways of delivering malicious code and 
exfiltrating data. To do so, they use legitimate 
services such as Google Tag Manager, Google Apps 
Script, and Telegram.
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THE NUMBER OF PHISHING  
FRAMEWORKS WILL GROW

The number of phishing frameworks is expected 
to grow, with one of the reasons being that banks 
are implementing multi-factor authentication more 
and more often.

THE PHISHING-AS-A-SERVICE  
FORMAT WILL CONTINUE TO EVOLVE

The phishing-as-a-service format will continue 
to evolve. This will mean that even threat actors 
who cannot develop their own tools will be able 
to carry out attacks. Threat actors will offer phishing 
infrastructure for rent (on a weekly or monthly 
basis). Such offers will include a comprehensive 
package of services: phishing kit/framework, 
domain name, hosting service, security pack 
against bots and website blockage, and technical 
support. This business model is already used in the 
Netherlands, and it could spread to other regions 
in the future. 

JS SNIFFERS CONTINUE TO BE THE MAIN  
THREAT FOR THE ONLINE RETAIL SECTOR

Threat groups who use JS sniffers are likely 
to become a main threat for the online retail 
sector, especially in the US. This will affect 
smaller enterprises that work with platforms 
such as Magento and OpenCart. The main risks 
will be related to security violation fees, not 
to reputational losses or compensating for losses 
incurred by clients.

EXPERIMENTS WITH JS SNIFFERS WILL CONTINUE

JS sniffer operators will continue experimenting 
with various methods to deliver code and transfer 
stolen data. They will also continue developing 
automated code obfuscation methods. The Inter 
sniffer family will remain the most widely used.

CARDING WILL BECOME LESS  
APPEALING FOR THREAT ACTORS

Carding will become less appealing for threat 
actors. Given that many card shops have been 
closed closed, Group-IB expects the number 
of bank cards put up for sale to go down with time. 
This will mostly affect the selling of dumps. 

PHISHING FRAMEWORKS WILL  
TARGET NEW REGIONS 

While in the past phishing frameworks mainly 
targeted European banks, in the near future this 
threat will become relevant for the Asia-Pacific 
region and North America.

CARDING WILL BECOME LESS  
APPEALING FOR THREAT ACTORS

Carding will become less appealing for threat 
actors. Given that many card shops were closed, 
Group-IB expects the number of bank cards put 
up for sale to go down with time. This will mostly 
affect the selling of dumps. 

MONEYTAKER WILL CONTINUE  
TO ATTACK IN RUSSIA

After a long break, MoneyTaker carried out 
a successful attack on a Russian bank. The threat 
actors will likely not stop there and will attack other 
entities.

TELEGRAM: THE MOST POPULAR  
TOOL AMONG CYBERCRIMINALS

Telegram will become the most widely used tool 
for obtaining compromised data from phishing 
websites.

THE NUMBER OF PHISHING AND FRAUD-RELATED 
AFFILIATE PROGRAMS WILL GROW

Phishing and fraud-related affiliate programs are 
likely to become more popular. Currently, they 
mainly mimic delivery services and marketplaces. 
In the future, however, threat actors will step 
up the development of phishing affiliate programs 
targeted at the financial sector. This type of fraud 
could become a technologically advanced 
replacement of calls from fake call centers.

CRYPTOCURRENCY IS UNDER THREAT

The number of phishing attacks aimed at stealing 
cryptocurrency is expected to increase.
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Over the past four years, one of the clearest trends on underground forums 
is a sharp increase in the number of offers to sell access to compromised 
corporate networks.

Corporate networks can be accessed using Citrix Gateway (later simply 
referred to as Citrix), VPN and RDP account data; control panels; web shells; 
reverse shells; Cobalt Strike sessions; and more. Regardless of access 
type, gaining initial access enables threat actors to penetrate the target 
company’s network and obtain legitimate user or administrator rights. 

The access market has a low threshold. A threat actor can gain access 
by using a type of malware called an information stealer, brute force, 
or by carrying out a targeted attack. The latter requires in-depth knowledge 
and skills, while the former two are available to low-skilled threat actors 
who cannot independently develop a profitable attack. In the case 
of information stealers, threat actors do not even need to think about 
how to deliver the malware to the target: the “results” of information 
stealer activity are sold on underground forums as archives containing 
various compromised credentials, both personal and corporate. Within 
that data, threat actors only need to find active accounts for corporate 
resources. The brute-force scenario does not require much knowledge, 
either: ready-made programs for brute-forcing passwords are publicly 
available. Attackers merely pick their victim.

The fact that tools for conducting full-fledged attacks against corporate 
networks are widely available means that underground actors can make 
money with almost no risk or effort. The market for initial selling access 
has been flooded with low-skilled threat actors who, despite their poor 
knowledge of the technical aspects involved, pose a threat to companies.

The unauthorized initial access market includes data belonging to private 
and state companies across various industries. This report focuses 
on banks and financial institutions. To learn more about the market for 
unauthorized access to compromised corporate resources, see the report 
Uninvited guests: the sale of access to corporate networks.

In the last year, the number of offers to sell access to banks and financial 
institutions increased by almost 206 percent, from 31 (H2 2019 – H1 2020) 
to 95 (H2 2020 – H1 2021). The number of initial access brokers (IABs) selling 
access to financial institutions also more than doubled, from 18 to 47. 

SALE OF ACCESS 
TO FINANCIAL 
ORGANIZATIONS

04

Uninvited guests: the sale of access 
to corporate networks

https://gibspace.group-ib.com/s/mQFmJB52Pmos3rw
https://gibspace.group-ib.com/s/mQFmJB52Pmos3rw
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The total cost of access to financial sector companies offered for sale 
in H2 2020 — H1 2021 was $530,000. Most frequently, their victims were 
US-based banks and financial institutions (22 instances of access being 
sold).

Offer publication date 
(MM/DD/YYYY)

IAB’s alias Victim company’s  
country 

Access price  
(USD)

Victim company’s  
revenue (USD mln)

07/01/2020 vasyldn  UK 1,500  

07/06/2020 drumrlu  Thailand   

07/13/2020 pshmm  Portugal 2,500  

07/13/2020 pshmm  Canada 2,500  

07/15/2020 drumrlu  Saudi Arabia 3,000  

07/27/2020 vasyldn  UK 5,000  

07/27/2020 vasyldn  Mexico 500  

07/29/2020 EronM  Singapore 12,000 3,000

08/04/2020 EronM  US 6,500 3,200

08/04/2020 vasyldn  UK 5,800  

08/04/2020 vasyldn  Mexico 600  

08/12/2020 bc.monster  Brazil 2,000  

08/21/2020 r41s3r  Paraguay 3,000  

08/25/2020 itrade4living  Australia 2,500 5,460

08/25/2020 Nikolay  
(aka Marlon_Brando  
aka LinuxW)

 US 20,000  

08/26/2020 EronM  France 5,000 22,000

09/04/2020 davidarnold0151  Japan   

09/05/2020 r0t  Australia 10,000  

09/12/2020 pshmm  USA 1,500 6

09/13/2020 petervodz  
(aka johnakamai)

 Canada 400 10

09/13/2020 petervodz  
(aka johnakamai)

 Canada 800 25

09/15/2020 pshmm  UK 1,750 232

09/17/2020 drumrlu  Thailand 2,000  

09/19.2020 drumrlu  Vietnam 3,000  

09/19/2020 pshmm 2,000 17

09/21/2020 NetNet  US 700 35

09/23/2020 NetNet  US 700 35

09/25/2020 vasyldn  Mexico 5,000  

09/27/2020 Andreich_kms  France 100 1

09/27/2020 Andreich_kms  Spain 100 2

09/27/2020 Andreich_kms  100 10

09/27/2020 drumrlu  Thailand 1,000 140
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Offer publication date 
(MM/DD/YYYY)

IAB’s alias Victim company’s  
country 

Access price  
(USD)

Victim company’s  
revenue (USD mln)

10/03/2020 Zorbon  Iran 12,000  

10/08/2020 magicman1337  Russia   

10/11/2020 3073a (aka DarkGod3)  China 4,000 49

10/11/2020 magicman1337   100,000

10/12/2020 Medusa23  Nigeria 4,000 9,000

10/17/2020 bryanross  11,500 1,000

10/24/2020 iannker  US 10,000  

10/26/2020 artur11  Philippines   

10/30/2020 3073a (aka DarkGod3)  Italy 3,000 2

11/06/2020 pshmm  US 1,500 6

11/07/2020 LORD1   50,000

11/08/2020 artur11  Philippines 2,400  

11/11/2020 drumrlu  UAE 2,000 800

11/11/2020 drumrlu  Saudi Arabia 2,000 15

11/23/2020 Cipher-Strike  UAE   

12/02/2020 zanko  India 20,000  

12/02/2020 JxB1990  US 600 5

12/02/2020 pshmm  US 2,000  

12/07/2020 realname  US 4,999  

12/09/2020 Medusa23  UAE   

12/12/2020 zanko  India 4,000 49

12/13/.2020 SHERIFF  23,500 1,000

12/13/2020 SHERIFF  23,500 1,000

12/13/2020 SHERIFF  23,500 1,000

12/13/2020 SHERIFF  23,500 1,000

12/13/2020 SHERIFF  23,500  

12/13/2020 SHERIFF  23,500  

12/13/2020 SHERIFF  23,500  

12/13/2020 SHERIFF  23,500  

12/17/2020 JPDeadly  Germany  400

12/24/2020 maroder  Chile 7,000 1,000

12/25/2020 barf  US 100 1

01/04/2021 x_04X  1,500  

01/05/2021 EvilKitten  Iran 7,000 100

01/27/2021 7h0rf1nn  France 1,000  

01/29/2021 zanko  India 500 5

02/09/2021 Expl0i7  US 5,000  
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Offer publication date 
(MM/DD/YYYY)

IAB’s alias Victim company’s  
country 

Access price  
(USD)

Victim company’s  
revenue (USD mln)

02/24/2021 cc2btc  10,000 79,000

02/28/2021 barf  Iran 1,500 1,700

03/01/2021 pshmm  Canada 500  

03/02/2021 Aristokrat  Thailand   

03/08/2021 Nei  US 300 5

03/14/2021 drumrlu  US 1,000 19

03/15/2021 vasyldn  US 5,000  

03/16/2021 vasyldn  US 2,000  

03/16/2021 vasyldn  US 10,000  

03/19/2021 vasyldn  US 20,000  

03/22/2021 babam  Mexico 150 4

03/29/2021 drumrlu  India 1,500 41

04/14/2021 groupby  US 2,500 18

04/19/2021 novichok2021  Italy 100 2

04/23/2021 gospoda  5,000  

04/26/2021 babam  UAE 1,000 2,000

04/27/2021 NaMneCash  Egypt   

05/07/2021 fab1us  Egypt  2,000

05/08/2021 zanko  India 5,000  

05/08/2021 Suraj  India 3,000 3,400

05/10/2021 scredou  UAE 10,000 1,000

05/18/2021 Novelli  US 300 1

05/28/2021 vasyldn  US 50,000 1,000

05/29/2021 Alexlogin  Australia 1,000  

06/26/2021 babam  UK 5,000  

06/28/2021 T3atral  US 500  

One of the main factors driving growth for the initial access market 
is the steep increase in the number of ransomware attacks. IABs remove 
the need for ransomware operators to breach and penetrate corporate 
networks at the first stage of attack.
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RANSOMWARE 
ATTACKS AGAINST 
FINANCIAL 
INSTITUTIONS

05

Group-IB Threat Intelligence experts observed a significant increase 
in the number of ransomware attacks against financial institutions. In the 
reporting period (H2 2020 - H1 2021), 127 attacks of this type were detected, 
while a year ago (H2 2019 — H1 2020) the number was less than 50.

Group-IB identified 24 groups who carried out attacks against organi-
zations in the financial sector. The most prolific among them were REvil, 
Conti, and Avaddon. Most victim companies are located in the US (66). 
Canada and the UK (12) share second place. France (8) is third.

Detailed information can be found in the table below: 

Attack date (MM/DD/YYYY) Industry Headquarters location Ransomware group

07/13/2020 Financial Services  US DoppelPaymer

08/08/2020 Financial Services  US Darkside

08/18/2020 Financial Services: Accounting  US REvil

08/18/2020 Financial Services  US REvil

08/18/2020 Financial Services: Insurance  US REvil

08/19/2020 Financial Services: Accounting  US NetWalker

08/20/2020 Financial Services  US REvil

08/20/2020 Financial Services: Accounting  Canada REvil

08/20/2020 Financial Services  India Clop

08/20/2020 Financial Services: Accounting  UK REvil

08/24/2020 Financial Services  Hong Kong REvil

08/30/2020 Financial Services  US NetWalker

09/02/2020 Financial Services: Insurance  US DoppelPaymer

09/14/2020 Financial Services: Insurance  US Conti

09/25/2020 Financial Services: Insurance  US Egregor

09/25/2020 Financial Services: Insurance  US Conti

09/28/2020 Financial Services: Accounting  US MAZE
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Attack date (MM/DD/YYYY) Industry Headquarters location Ransomware group

10/08/2020 Financial Services  Canada NetWalker

10/14/2020 Financial Services: Accounting  Trinidad and Tobago REvil

10/20/2020 Financial Services: Accounting  US Conti

10/20/2020 Financial Services: Insurance  US Egregor

10/20/2020 Financial Services: Accounting  France Egregor

10/20/2020 Financial Services: Insurance  US Egregor

10/20/2020 Financial Services: Insurance  US Egregor

10/22/2020 Financial Services: Insurance  US REvil

10/26/2020 Financial Services: Insurance  US Darkside

11/01/2020 Financial Services  Canada Pysa

11/06/2020 Financial Services  US Egregor

11/14/2020 Financial Services: Banking  US Avaddon

11/18/2020 Financial Services: Insurance  US Egregor

11/20/2020 Financial Services: Accounting  US Egregor

11/21/2020 Financial Services: Insurance  UK Egregor

11/23/2020 Financial Services  Italy Pysa

11/25/2020 Financial Services  Spain NetWalker

11/26/2020 Financial Services  Zimbabwe Egregor

11/27/2020 Financial Services: Accounting  Canada NetWalker

11/28/2020 Financial Services: Accounting  UK NetWalker

12/02/2020 Financial Services: Banking  US Egregor

12/03/2020 Financial Services: Banking  India Everest

12/09/2020 Financial Services: Accounting  Canada Conti

12/11/2020 Financial Services  India Egregor

12/11/2020 Financial Services  New Zealand NetWalker

12/18/2020 Financial Services  US Egregor

12/19/2020 Financial Services: Insurance  US Conti

12/28/2020 Financial Services: Accounting  US Ragnarok

12/30/2020 Financial Services  Belgium Avaddon

01/08/2021 Financial Services: Insurance  Canada DoppelPaymer

01/11/2021 Financial Services  US Conti

01/14/2021 Financial Services  US NetWalker

01/20/2021 Financial Services  US Darkside

01/25/2021 Financial Services: Accounting  US NetWalker

01/25/2021 Financial Services  Luxemburg DoppelPaymer

01/28/2021 Financial Services  Hong Kong RansomEXX

01/30/2021 Financial Services: Accounting  Italy Pysa

02/01/2021 Financial Services: Insurance  Indonesia Avaddon
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Attack date (MM/DD/YYYY) Industry Headquarters location Ransomware group

02/03/2021 Financial Services: Insurance  France Avaddon

02/04/2021 Financial Services: Banking  US Darkside

02/08/2021 Financial Services: Insurance  US REvil

02/11/2021 Financial Services  US Pysa

02/15/2021 Financial Services: Accounting  US Avaddon

02/18/2021 Financial Services  US Cuba

02/22/2021 Financial Services: Accounting  US Everest

02/22/2021 Financial Services: Insurance  Mexico Nefilim

02/22/2021 Financial Services  Canada DoppelPaymer

02/26/2021 Financial Services: Banking  Nigeria REvil

02/27/2021 Financial Services: Banking  Mexico REvil

02/28/2021 Financial Services: Accounting  US Lorenz

02/28/2021 Financial Services  Jamaica Darkside

03/02/2021 Financial Services: Banking  Indonesia Darkside

03/02/2021 Financial Services: Insurance  US REvil

03/06/2021 Financial Services: Insurance  US REvil

03/08/2021 Financial Services: Banking  US Clop

03/09/2021 Financial Services: Insurance  US REvil

03/09/2021 Financial Services: Banking  US Ragnar Locker

03/09/2021 Financial Services: Banking  US Ragnar Locker

03/11/2021 Financial Services: Insurance  US Babuk v.1

03/12/2021 Financial Services: Accounting  US DoppelPaymer

03/13/2021 Financial Services: Insurance  US Darkside

03/14/2021 Financial Services: Accounting  US LV v.1

03/14/2021 Financial Services: Accounting  US LV v.2

03/16/2021 Financial Services  US Conti

03/17/2021 Financial Services  Canada Conti

03/20/2021 Financial Services: Insurance  US Darkside

03/23/2021 Financial Services: Accounting  US Clop

03/23/2021 Financial Services: Banking  US REvil

03/23/2021 Financial Services: Banking  US REvil

03/28/2021 Financial Services  Spain Ragnarok

03/28/2021 Financial Services: Insurance  US DoppelPaymer

04/04/2021 Financial Services  US REvil

04/09/2021 Financial Services: Accounting  US Avaddon

04/13/2021 Financial Services  US Marketo

04/17/2021 Financial Services  US REvil

04/18/2021 Financial Services  Germany REvil
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Attack date (MM/DD/YYYY) Industry Headquarters location Ransomware group

04/19/2021 Financial Services  Spain Avaddon

04/22/2021 Financial Services  UK Conti

04/22/2021 Financial Services: Accounting  UK Conti

05/01/2021 Financial Services  Canada REvil

05/10/2021 Financial Services  Salvador Prometheus

05/12/2021 Financial Services  France Avaddon

05/13/2021 Financial Services  Italy Babuk v.1

05/13/2021 Financial Services  UK Avaddon

05/15/2021 Financial Services: Insurance  France Avaddon

05/18/2021 Financial Services: Insurance  US Conti

05/20/2021 Financial Services  France Prometheus

05/20/2021 Financial Services: Accounting  UK Conti

05/20/2021 Financial Services  UK Conti

05/20/2021 Financial Services  UK Avaddon

05/20/2021 Financial Services: Accounting  Cyprus Avaddon

05/28/2021 Financial Services  Jamaica Avaddon

05/28/2021 Financial Services: Accounting  UK REvil

05/31/2021 Financial Services  France Everest

06/01/2021 Financial Services  Canada Grief

06/03/2021 Financial Services: Insurance  US Vice Society

06/05/2021 Financial Services: Accounting  UK Conti

06/08/2021 Financial Services: Banking  US Avaddon

06/12/2021 Financial Services: Insurance  US REvil

06/14/2021 Financial Services: Accounting  US REvil

06/14/2021 Financial Services  Canada REvil

06/15/2021 Financial Services  Brazil Prometheus

06/16/2021 Financial Services  US Conti

06/19/2021 Financial Services: Accounting  South Africa REvil

06/19/2021 Financial Services: Accounting  UK REvil

06/21/2021 Financial Services  France Everest

06/21/2021 Financial Services  Mexico LV v.1

06/23/2021 Financial Services: Accounting  France Conti

06/25/2021 Financial Services: Insurance  Canada Conti

06/25/2021 Financial Services: Insurance  US Conti
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PHISHING AND 
SCAM AFFILIATE 
PROGRAMS

06

In the last few years, phishing and scam affiliate programs have become 
highly popular. Research conducted by Group-IB shows that there are 
more than 70 phishing and scam affiliate programs. Participants aim 
to steal money, as well as personal and payment data. In the reporting 
period, the threat actors who took part in such schemes pocketed at least 
$10 million in total. On average, the amount stolen by any single threat 
actor is estimated at $83. The affiliate programs involve large numbers 
of participants, have strict hierarchy, and use complex technical infra-
structures to automate fraudulent activities. This helps scale phishing 
campaigns and customize them for banks, popular email services, market-
places, logistics companies, and other organizations.

Affected brands broken down by industry

Industries

Industry %

Marketplaces 69.6%

Delivery services 17.2%

Carpooling services 12.8%

Banking services 0.4%



PHISHING AND SCAM AFFILIATE PROGRAMSHI-TECH CRIME TRENDS 2021/2022

19 / 65 

Having honed their scheme through practice against users from Russia 
and other CIS (Commonwealth of Independent States) countries, affiliate 
programs have started their online migration to Europe, America, Asia, 
and the Middle East. This is exemplified by Classiscam, a scheme that 
is widely used in scam affiliate programs. Currently, affiliate program 
members attack users in the following countries:

Attacks of Classiscam by country

 Russia,  Kazakhstan,  Belarus,  Romania,  Poland,  
 Ukraine,  Czech Republic,  Bulgaria,  Uzbekistan, 
 France,  Azerbaijan,  Kyrgyzstan,  Moldova,  Italy, 
 Spain,  Estonia,  Sweden,  Qatar ,  Other EU countries, 
 Finland ,  Australia,  Mexico,  Philippines,  Slovakia , 
 Latvia,  Lithuania,  US,  Georgia,  Norway,  Ireland, 
 Denmark,  Hungary,  Cyprus,  Croatia,  Austria,  UAE, 
 Macedonia 

31 countries 
were affected by  
attacks of Classiscam

https://www.group-ib.com/media/classiscam-in-europe/
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The first phishing affiliate programs appeared as early as 2017 and have 
proliferated with each year since then.

Group-IB experts point out that from 2017 to 2021, the scheme saw some 
considerable changes. Threat actors started using Telegram extensively. 
The affiliate programs began attracting a great amount of manually 
attracted traffic as a result of targeted steps taken with victims.

The number of attacked brands and regions increased, likely due to the 
following factors:

•	 A fear of getting caught if the same brand was imitated too often

•	 A limited area leads to more intense competition

•	 High awareness of the problem in CIS countries

•	 Desire to target an unoccupied niche and increase profits

Affiliate programs involve many people who can be categorized into three 
groups: owners, technical experts, and so-called workers. 

July 2017

First phishing affiliate programs 
(the Fake Date scheme)
Phishing for fake coffeeshops, cinemas, etc.

August 2018

Phishing affiliate programs start 
featuring marketplaces  
and delivery services
Phishing switches to existing services 

April 2019

First services from CIS 
countries
Ukraine, in particular

August 2019

Dramatic rise in the 
popularity of phishing 
affiliate programs

February 2020

First services from  
Central/Western Europe 
Romania
Romania, for example

February 2020

First services  
from the US
The first phishing web-
sites targeting the US
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New affiliate program members are sought on underground forums 
or in specific Telegram channels. For the reporting period, Group-IB experts 
found around 2,000 threads on 60 underground forums related 
to recruiting workers for phishing affiliate programs.
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After becoming a member of an affiliate program, workers (low-skilled 
fraudsters) receive a manual with the algorithm, as well as the terms 
of work and access to the relevant Telegram bot. Workers are tasked with 
using these tools to search for new victims. 
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After identifying a victim and initiating a conversation (which can be done 
via the chat feature on a popular marketplace), the worker lures the victim 
into visiting a third-party phishing website and entering their bank card 
details. Fraudsters try to lead their victims away from the legitimate website 
(the marketplace or advertisement website) because internal antifraud 
systems will block any phishing links shared in the chat. To avoid these 
controls, the scammers send messages via email. The victim receives 
an email with a link that leads to the phishing page, which the workers 
create and receive via Telegram bots.

As a result of this type of scam, fraudsters steal the victim’s money and 
bank card details.

Workers interact with the affiliate program via Telegram bots or the 
administrative panel.
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After a link is created, the panel looks like this:

The technical specialists handle tasks such as creating user manuals, 
phishing kits, Telegram bots, and administrative panels.

Neither owners nor technical specialists engage in the scam directly. They 
are responsible for ensuring that the scam affiliate program operates 
seamlessly. This includes organizing and maintaining the financial infra-
structure designed to accept payments from victims, as well as withdrawing 
money via bank cards or electronic wallets that belong to money mules.

Phishing and scam affiliate programs initially focused on Russia and 
other CIS countries. Recently, however, Group-IB experts have identified 
more and more programs targeting European, Asian, Middle Eastern, and 
American companies. Group-IB is aware of phishing pages mimicking 
71 brands from 36 countries, all created and distributed by affiliate 
program members.

Country %

 Russia 38

 Belarus 6

 France 4

 Netherland 4

 Ukraine 4

 Poland 4

 Estonia 3

 Czech Republic 3

 Spain 3

 Norway 3

 Austria 1

 Finland 1

 Kazakhstan 1

 Bulgaria 1

 Other 23
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Affiliate program members control more than 10,000 domain names. 
Below are the most frequently used domain zones. 

Domain zone %

.ru 40.4

.online 13.3

.site 7.4

.com 6.2

.su 6.0

.info 5.8

.xyz 2.8

.net 2.7

.store 2.6

.cc 1.4

Other 11.4

Most used 
domains
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07

When creating phishing websites that mimic popular services and online 
stores, fraudsters started using a new scheme featuring fake pages for 
accepting and verifying payments. Such pages are used to transfer money 
from a victim’s account directly to the fraudster’s account via a legal bank 
transaction. The scheme is widely used in phishing affiliate programs. 
The circle of victims is wide and includes the banking customer who 
loses money without receiving the goods they paid for, the card-issuing 
bank that approved the transaction, the online service or store whose 
website the fraudsters faked, and the payment systems whose brands are 
used illegally and without their knowledge. In Russia alone, the scheme 
caused damages amounting to some $43.4 million during the most recent 
reporting period. The sum is based on the average transaction size multi-
plied by the number of detected transactions on phishing payment pages. 
Group-IB experts believe that in the future the scheme will be widely used 
in other regions as well, causing significant financial losses.

The classic fake merchant scheme works as follows. The victim is led 
to the phishing store page (fake merchant) via fraudulent advertisements, 
spam email campaigns, or fake buy/sell ads. Then, to pay for the chosen 
item, the user is asked to enter their bank card details in a fake payment 
acceptance form, which can be located either on the website belonging 
to the fraudsters or on a third-party page. Next, the victim sends their 
card data to the server used by the fraudsters.

A fake payment form
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After that, to move the stolen money to their personal bank account, the 
threat actors create a money transfer using one of the public card-to-card 
payment services (P2P) provided by banks. Fraudsters specify their own 
card in the payment recipient information.

As is the case with any legitimate online purchase, the buyer receives 
an SMS code to confirm the transaction. Yet by entering the code on the 
3DS page, the victim is not confirming the purchase through the online 
store.Instead, the victim is transferring money to the threat actor’s account. 
To conceal any traces of third-party P2P services from users, threat actors 
replace the authorization URL and merchant data in the PaReq so that 
the victim does not come across any suspicious information on the 3DS 
page for entering the SMS code.

Although the widely-used 3DS technology (v. 1.0) currently protects 
payments from external fraudsters and foils attempts to use stolen bank 
card data, it does not protect against fraud from online stores. 

With the first version of the 3-D Secure protocol, fraudsters can replace the 
PaReg of the acquiring bank’s MPI. PaReq is an XML message compressed 
and encoded in Base64. The procedure does not include an integrity 
control code or signature, which allows fraudsters to change the message 
content as they please.

To protect themselves from this type of fraud, some banks started checking 
PaReq to verify the data provided. Threat actors modified the scheme, 
however, by adding a fake 3-D Secure page. 

 1 	 User visits an illegitimate/ 
fraudulent website

 2 	 Enters their bank card data

 3 	 Entered bank card data goes  
to the fraudster

 4 	 Payment to the fraudster’s card 
is created

 5 	 Payment Authentication Request 
(PaReq) message

 6 	 Request to confirm the payment from 
the substituted PaReq message

 7 	 SMS with one-time code to confirm  
the payment

 8 	 Redirect to the legitimate 3-D Secure 
page

 9 	 One-time code is entered by the user 
to confirm the payment

 10 	 Payment confirmation

 11 	 Response about the transaction 
is sent

 12 	 Payment goes to the illegitimate/ 
fraudulent website

 13 	 User is returned to illegal/fraudulent site

CNP FRAUD: FAKE 
PAYMENT PAGES
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The new scheme is dangerous in the following ways:

•	 For the card holder, the payment process on a fraudulent website 
looks exactly like that of the legitimate website.

•	 For the issuing bank, the process looks like a typical card-to-card 
transfer.

•	 The scheme works with 3-D secure v. 2.x

As in the case of fake merchant services, users are initially directed to the 
fraudulent store page. When trying to pay for the goods or service, the user 
enters their bank card details on the fraudulent website, just as they would 
on typical legitimate payment forms. Next, their data is transferred to the 
fraudster’s server, which accesses the P2P services of various banks and 
provides the fraudster’s bank card details as the recipient. In response, the 
fraudster’s server receives a service message from the bank’s P2P service 
(known as a PaReq message) containing the payer’s bank card details, 
the transfer amount and the details of the P2P service in encoded form. 
To prevent the victim from knowing that the bank’s P2P service is used, 
the fraudster’s server replaces authentic online store data located on the 
3-D Secure page received from the bank with fake data. After that, the 
fraudsters redirect the buyer to the bank’s 3-D Secure page containing 
the fake data, which the buyer sees on this page.

The victim enters their payment information to purchase the goods. 
To confirm the transaction, the victim receives an SMS code. They enter 
the code in the same field on the legitimate 3-D Secure page. Mimicking 
the victim, the fraudster enters the received code on the card-to-card 
transfer service page. The money is transferred to the fraudster’s card. 

 1 	 User visits a phishing website mimick-
ing an online store

 2 	 Enters their bank card data

 3 	 Entered bank card data goes 
to the fraudster

 4 	 Payment to the fraudster's bank  
card is created

 5 	 Payment Authentication Request 
(PaReq) message

 6 	 Request to confirm the payment  
from the original PaReq message

 7 	 One-time code to confirm the payment

 8 	 Redirect to the legitimate 3-D  
Secure page

 9 	 Redirect to the fake 3-D Secure page

 10 	 One-time code entered

 11 	 One-time code is hijacked 
by the fraudster

 12 	 One-time code is entered by the user 
to confirm the payment

 13 	 Payment for the online purchase 
goes to the fraudster
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MoneyTaker
In February 2021, Group-IB’s Digital Forensic Lab experts responded 
to an incident involving a Russian bank. The attackers had gained 
access to the interbank transfer system via a workstation connected 
to Russia’s Central Bank. After examining the TTPs used by the threat 
actors, Group-IB experts concluded that the attack could have been 
conducted by a group called MoneyTaker. In 2016-2019, the group 
launched a number of attacks on workstations connected to the Russian 
Central Bank and on card processing systems in the UK, Hong Kong, 
the US, Ukraine, and Russia. After a break that lasted more than a year, 
MoneyTaker resumed their attacks on financial institutions. 

Through incident response procedures, it was discovered that the attack 
began in June 2020 via a compromised company affiliated with the bank. 
It is assumed that the threat actors’ first step was a piece of hardware 
installed in the affiliate network. Investigators were unable to identify 
the computer on which the attack started. However, Group-IB specialists 
found evidence that an old vulnerability, Fortigate OS fortiOS 5.6.4 (CVE-
2018-13379), had been exploited.

In the first month after compromising the first device, the attackers had 
gained access to the bank’s network. Over the next six months, they 
examined the network.

During the attack, the threat actors used Mimikatz software, built-in Windows 
utilities (such as WinRM and WMI), RStudio software, a remote access 
tool called DameWare, the Metasploit framework for remote command 
execution, and the utilities nbtstat, netstat, tasklist, PsExec, among others.

In January 2021, the threat actors moved to the last stage of the attack. 
They registered domain names similar to the bank name: the original 
domain name was <BANK>.ru, and the fake ones read <BANK>.org and 
<BANK>.com.

In February 2021, the attackers stole digital keys that they subsequently 
used to sign the transactions running through the Russian Central 
Bank’s gateway. Next, they manually copied fake signed payment docu-
ments to a dedicated folder located at the workstation that communicated 
with Russia’s Central Bank.

Finally, the attackers used malware called MBR Killer on the targeted system. 
Most logs were erased. After finishing the operation, the threat actors 
deleted the configuration of the Fortigate network firewall that isolated 
the network segment dedicated to the workstation which communicates 
with Russia’s Central Bank. 

MoneyTaker report

https://www.google.com/url?q=https://www.group-ib.com/resources/threat-research/money-taker.html&sa=D&source=docs&ust=1637165142307000&usg=AOvVaw0q1PHOCB1ilGMK0hvoeCyM
https://www.google.com/url?q=https://www.group-ib.com/resources/threat-research/money-taker.html&sa=D&source=docs&ust=1637165142307000&usg=AOvVaw0q1PHOCB1ilGMK0hvoeCyM
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OPERA1ER
In the most recent reporting period, Group-IB experts detected attacks 
on banks and financial institutions located in Africa, Asia, and Latin America. 
While investigating the incidents, the Group-IB Threat Intelligence team 
found that a financially motivated threat group called OPERA1ER (aka 
DESKTOP-GROUP, Common Raven, and NXSMS was behind the attacks. 
Group-IB experts are aware of dozens of successful attacks by OPERA1ER 
on banks, financial institutions, and telecom companies in Africa, Asia, 
and Latin America. Some victims were attacked twice.

As its initial attack vector, OPERA1ER uses phishing emails with finance-re-
lated decoy documents. The phishing emails are tailored to targeted 
companies. OPERA1ER siphons internal documents to later use them 
in their phishing attacks and carefully studies their victim’s infrastruc-
ture. The group’s distinctive feature is that it does not develop its own 
malware and relies on existing tools instead. An interesting tactic of the 
group is deploying Metasploit directly in the attacked banks’ networks, 
their servers in particular.

OPERA1ER’s main target is an e-money platform used by its victims.
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The carding market can be divided into two main segments: selling card data 
in text format (card number, expiration date, cardholder’s name, address, 
and CVV) and card dumps (information taken from the card’s magnetic 
stripe).

Text data is collected via phishing websites and banking Trojans for 
PC and Android, and ATMs. Text data can also be obtained by breaching 
e-commerce websites and using JS sniffers. 

Card dumps are obtained with skimming devices or by using Trojans for 
PCs with connected POS terminals.

In the most recent reporting period, the total volume of the carding market 
fell from $1.9 billion to $1.4 billion compared to the previous year. The 
decrease was caused by fewer dumps put up for sale (58 million compared 
to 70 million) after a major card shop, Joker’s Stash, closed down.

On the other hand, the number of textual card data offers increased 
from 28 to 38 million due to the growth of phishing resources during the 
pandemic, among other things.

World
H2 2020 — H1 2021
H2 2019 — H1 2020

Text Data Total number  38,582,447
 28,296,585

Market size  $586,361,770
 $361,684,617

Minimum price  $0.49
 $0.1

Maximum price  $1,000
 $150

Average price  $15.2
 $12.78

Median price  $16
 $12

Dumps Total number  58,890,512
 70,381,942

Market size  $815,304,553
 $1,540,043,892

Minimum price  $0.16
 $0.25

Maximum price  $750
 $500

Average price  $13.84
 $21.88

Median price  $10
 $17

Total Total number  97,472,959
 98,678,527

Market size  $1,401,666,323
 $1,901,728,509
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H2 2020 — H1 2021
H2 2019 — H1 2020

Asia Pacific 

Text Data Total number  9,767,812
 3,886,750

Market size  $197,935,368
 $55,302,460

Minimum price  $0.49
 $0.3

Maximum price  $150.18
 $149.99

Average price  $20.26
 $14.23

Median price  $22
 $16

Dumps Total number  2,364,263
 3,637,124

Market size  $93,548,248
 $273,393,726

Minimum price  $0.16
 $0.25

Maximum price  $750
 $500

Average price  $39.57
 $75.17

Median price  $15
 $100

Total Total number  12,132,075
 7,523,874

Market size  $291,483,615
 $328,696,186
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H2 2020 — H1 2021
H2 2019 — H1 2020

Europe

Text Data Total number  5,108,335
 5,934,323

Market size  $96,733,537
 $89,974,285

Minimum price  $0.9
 $0.3

Maximum price  $1,000
 $500

Average price  $18.94
 $15.16

Median price  $19
 $16

Dumps Total number  803,586
 1,670,699

Market size  $21,870,228
 $129,134,358

Minimum price  $0.16
 $0.5

Maximum price  $250
 $500

Average price  $27.22
 $77.29

Median price  $15
 $35

Total Total number  5,911,921
 7,605,022

Market size  $118,603,765
 $219,108,642
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H2 2020 — H1 2021
H2 2019 — H1 2020

Middle East

Text Data Total number  1,254,343
 1,917,521

Market size  $17,669,265
 $17,168,560

Minimum price  $0.75
 $0.3

Maximum price  $150.18
 $149.99

Average price  $14.09
 $8.95

Median price  $12
 $6

Dumps Total number  292,499
 436,333

Market size  $6,701,097
 $30,466,396

Minimum price  $0.25
 $1

Maximum price  $234
 $500

Average price  $22.91
 $69.82

Median price  $15
 $16

Total Total number  1,546,842
 2,353,854

Market size  $24,370,362
 $47,634,955
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H2 2020 — H1 2021
H2 2019 — H1 2020

North America

Text Data Total number  14,935,741
 12,310,510

Market size  $181,056,119
 $141,857,392

Minimum price  $0.49
 $0.5

Maximum price  $1,000
 $149.99

Average price  $12.01
 $15.61

Median price  $12.0
 $9.0

Dumps Total number  40,408,251
 46,770,337

Market size  $485,407,685
 $730,024,615

Minimum price  $0.16
 $0.25

Maximum price  $750
 $500

Average price  $12.2
 $11.52

Median price  $10.0
 $16.94

Total Total number  55,343,992
 59,080,847

Market size  $666,463 805
 $871,882,007
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H2 2020 — H1 2021
H2 2019 — H1 2020

Russia and other CIS countries

Text Data Total number  10,100
 19 779

Market size  $155,838
 $278 513

Minimum price  $1.2
 $0.3

Maximum price  $150.18
 $149.99

Average price  $15.43
 $14.08

Median price  $16
 $14

Dumps Total amount  3,699
 15,037

Market size  $115,098
 $931,978

Minimum price  $0.5
 $1.0

Maximum price  $284
 $284

Average price  $31.12
 $61.98

Median price  $15
 $30

Total Total amount  13,799
 34,816

Market size  $270,935
 $1,210,490
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During the reporting period, out of all known banking Trojans, 18 stood 
out as the most active. Of those, eight were developed by fraudsters 
based in Latin America, while nine were created by Russian-speaking 
threat actors.

Currently active banking Trojans in different regions

Status Trojan Date first appeared Developer’s region Region of attack

NEW BBtok Q4 2020 Latin America Latin America

NEW Bizarro Q1 2021 Latin America Latin America

ACTIVE Grandoreiro 2017 Latin America
US and Canada,  
Latin America, Europe

ACTIVE Javali 2017 Latin America Latin America

ACTIVE Guildma 2017 Latin America Latin America

ACTIVE Pazera 2015 Latin America Latin America

ACTIVE
Metamorfo  
(Casbaneiro)

2018 Latin America Latin America

ACTIVE Janeleiro 2019 Latin America Latin America

ACTIVE RTM 2015 Russia Russia

ACTIVE zLoader 2019 Russia
US and Canada, Europe,  
Asia Pacific

ACTIVE Qbot 2009 Russia US and Canada

ACTIVE Trickbot 2016 Russia US and Canada, Asia Pacific

ACTIVE IcedID 2017 Russia
US and Canada, Europe,  
Asia Pacific
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Status Trojan Date first appeared Developer’s region Region of attack

ACTIVE Ramnit 2010 Russia
US and Canada, Europe,  
Asia Pacific

ACTIVE LokiPWS 2015 Russia US and Canada, Europe

ACTIVE Gozi 2007 Russia Asia Pacific

ACTIVE Danabot 2018 Russia Europe, Asia Pacific

ACTIVE Backswap 2018 Unknown Europe

LOW ACTIVITY Retefe 2014 Россия Europe

LOW ACTIVITY MnuBot 2018 Latin America Latin America

LOW ACTIVITY CamuBot 2018 Latin America Latin America

LOW ACTIVITY Melcoz 2018 Latin America Latin America

Screenshots of some malware administrative panels:

zLoader
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RTM

Danabot
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Ramnit

LokiPWS
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Last year’s trend of malware distributors helping ransomware operators 
gain initial access to corporate networks continued in the most recent 
reporting period. This trend is described in Group-IB’s report entitled 
Ransomware Uncovered 2020-2021.

•	 Qbot → ProLock, DoppelPaymer, Egregor

•	 Gozi → Egregor, Revil

•	 zLoader → Ryuk, Egregor, DarkSide

•	 Trickbot → Cl0p, Conti, Ryuk, RansomEXX

•	 IcedID → Maze, Egregor, RansomEXX, Revil, Conti

•	 Dridex* → DoppelPaymer, Grief

Lately, most cyberattacks have involved ransomware, while banking Trojans 
have not been actively developed. The only region where Trojans have 
evolved is Latin America.

In early June 2021, the US Department of Justice pressed charges 
against a 55-year-old Latvian national arrested in Miami who allegedly 
helped develop a Trojan called Trickbot. In September of this year, law 
enforcement officials detained another Trojan developer in South Korea. 
Nevertheless, the malware remains active. 

The creators of a Trojan called Qbot continue to actively develop their 
product. They improved the network protocol and defense mechanisms,-
such as security checks on the server side. They also implemented 
a security check that forces a compromised machine to send verification 
data one hour after it was registered in the botnet. 

As for zLoader, Group-IB identified and analyzed two botnets with more 
than 350,000 bots. Most infected devices were located in Germany, 
Canada, the US, and Japan.

One Trojan deserves a special mention: Ramnit. No attacks on financial 
organizations were detected in the reporting period that would be typical 
of this Trojan. Instead, the Ramnit malware targeted organizations from 
the education, insurance, and governmental sectors. In the first quarter 
of 2021, there were infections by this Trojan in the UK, India, Russia, 
Turkey, and the US.

Ransomware Uncovered 2020-2021

*	� In the reporting period, Dridex was 
not identified as a stand-alone bank-
ing Trojan; it was only observed in use 
as part of ransomware distribution.

https://www.group-ib.com/resources/threat-research/ransomware-2021.html
https://www.justice.gov/opa/pr/latvian-national-charged-alleged-role-transnational-cybercrime-organization
https://www.group-ib.com/resources/threat-research/ransomware-2021.html
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As with the market for PC Trojans, the market for Android Trojans barely 
changed. No offers to sell/rent new malware were identified on under-
ground forums during the reporting period.

However, three new Trojans emerged during this time: Ghimob (active 
in Latin America), FluBot (active in Europe), and TeaBot (aka Anatsa, 
Toddler), which targets Europe and Russia. 

Ghimob is believed to have been developed by the same Latin American 
threat group that created Guildma (Astaroth). At the moment, it is unclear 
who developed FluBot and TeaBot or where.

The Brazilian banking Trojans OperadorMIB and BasBanke (Coybot) 
stopped being active, and the same is true for Alien Bot. OperadorMIB 
was developed by a Brazilian threat actor whose activity peaked in the 
first half of 2020. 

Gustuff, another Trojan that used to be very active, also disappeared.

Active Android banking Trojans by region

Status Trojans Date first appeared Developer’s region Attack region

NEW Ghimob Q4 2020 Latin America Latin America

NEW TeaBot (Anatsa) Q1 2021 Unknown Russia, Europe

ACTIVE EventBot Q1 2020 Unknown Europe

ACTIVE Cerberus v2 Q2 2020 Russia
US and Canada, Europe, 
Asia Pacific

ACTIVE Anubis Q4 2019 Russia
US and Canada, Europe, 
Asia Pacific

ACTIVE Ginp Q3 2019 Unknown Europe

ACTIVE BlackRock Q2 2020 Unknown US and Canada, Asia Pacific
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Status Trojans Date first appeared Developer’s region Attack region

ACTIVE FluBot Q1 2021 Russia Europe

LOW ACITIVITY Alien Bot Q12020 Russia
US and Canada, Europe, 
Asia Pacific

LOW ACITIVITY OperadorMIB Q12020 Latin America Latin America

LOW ACITIVITY BasBanke (Coybot) 2018 Latin America Latin America

LOW ACITIVITY Gustuff Q4 2017 Russia US and Canada, Asia Pacific

LOW ACITIVITY FlexNet 2014 Russia Russia

Below are screenshots of some malware admin panels:

Cerberus
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FlexNet

BlackRock
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FluBot

Alien Bot 
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OperadorMIB

Gustuff
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Over the past year, Group-IB specialists identified nearly 10,000 phishing 
attacks that involved the 11 most popular phishing frameworks1. Phishing 
framework developers are often based in the same region as the banks 
and other organizations that they target. Another trend is that attacks 
involving a specific framework continue even if the developer has been 
arrested. For example, many threat actors have created their own versions 
of phishing kits based on available U-Admin panel source code, which 
has lived on and enabled new threat actors to launch attacks despite its 
original developer being behind bars.

1	� Phishing frameworks are sets of tools 
designed for phishing that include 
kits that help quickly create phishing 
pages and admin panels for commu-
nicating with phishing websites and 
collecting stolen information.

U-Admin #1

 Australia,  Belgium,  Germany, 
 Greece,  Denmark,  Ireland,  Spain, 
 Italy,  Colombia,  Netherlands, 
 New Zeland,  Poland,  US,  
 Canada,  Singapore,  Finland,  
 France,  Sweden

Creator

Kaktys10102

Phishing frameworks

1593

First activity

Unknown

Attacked countries

2 	 Kaktys1010 was arrested by Ukrainian law enforcement officials  
in February 2021.

U-Admin Panel ↗
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 Australia,  UK,  Ireland,  Spain, 
 Colombia,  New Zeland,  Norway, 
 Philippines

Core Actions

Creator

Unknown

Phishing frameworks

26

First activity

April 2021

Attacked countries

Unknown

Express

Creator

Express2

Phishing frameworks

109

First activity

Unknown

Attacked countries

 Australia,  UK,  Ireland,  Lithuania, 
 Singapore,  Sweden

Contiinued

Creator

Contiinued

Phishing frameworks

341

First activity

April 2021

Attacked countries

1 	 Since May 17, 2021, Group-IB researchers have discovered 34 Contiinued admin 
panels, which means that this type of panel has been discovered on 34 different 
domains.

2 	 The developer of the Express panel was arrested on July 20, 2021 as part 
of a joint effort by Group-IB specialists and the Dutch national police.

#4

#3

#2

Express panel ↗

Contiinued panel ↗

https://www.group-ib.com/media/fraud-family/
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 Belgium,  Netherlands

Haiku

Creator

Haiku1

Phishing frameworks

420

First activity

April 2021

Attacked countries

#5

Haiku panel ↗

 Australia,  UK,  Ireland

Kr3pto

Creator

Kr3pto

Phishing frameworks

420

First activity

Unknown

Attacked countries

#6

Kr3pto panel ↗

 UK,  Denmark, 
 Norway,  Singapore

Kr3pto-A2 (ATPro)

Creator

Unknown2

Phishing frameworks

18

First activity

April 2021

Attacked countries

#7

1 	 Haiku was arrested on October 19, 2020 thanks to the efforts of the cybercrime 
team of the Hague police.

2 	 Kr3pto-A2, also known as ATPro, is a phishing panel based on the code of the 
Kr3pto panel. It was developed by a threat actor believed to be based in the 
United Kingdom. 
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1	 The phishing admin panel has all the capabilities and eliminates weaknesses  
of another popular phishing admin panel, U-Admin

2 	 The developer of Reliable was arrested on July 20, 2021 as part of a joint effort 
by Group-IB specialists and the Dutch national police.

Reliable1

Creator

Reliable2

Phishing frameworks

17

First activity

Unknown

#8

Reliable panel ↗

 Belgium,  Netherlands

Attacked countries

Secure Key

Creator

Unknown

Phishing frameworks

2679

First activity

March 2020

#9

 UK,  Australia

Attacked countries

sm_o

Creator

Unknown

Phishing frameworks

249

First activity

July 2020

#10

 US

Attacked countries
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SPOX

Creator

Dila Belmili1

Phishing frameworks

78

First activity

Неизвестно

#11

 US

Attacked countries

U-Admin panel

Contiinued panel

1	 Phishing panel developed by an Algerian threat actor called Dila Belmili. 
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Express panel

Kr3pto panel
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Reliable panel and examples of ads
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During the most recent reporting period, Group-IB specialists discovered 
over 80,000 bank cards compromised using JavaScript sniffers. The top 
five banks who had the most cards compromised are all based in the 
US. The top 20 include Brazilian, UK, Indian, Canadian, Malaysian, and 
Singaporean banks. This means that, even though threat actors are inter-
ested in attacks on online stores in many countries, cards in the US are 
still a priority for them. Out of 98 families known to Group-IB specialists, 
42 were active in the reporting period. 

More than 33,000 cards were compromised using the JS sniffer called 
ImageID, which was developed by a threat actor with the alias poter. 
A threat group dubbed Improved-ImageID continues to use a modified 
version of poter’s malware to attack online stores. In October 2020, 
MalwareBytes specialists discovered that the group had infected the 
website belonging to the wireless provider boom! MOBILE.

The group CoffeMokko is still active. According to Group-IB’s data, the 
hackers stole more than 29,000 bank cards using JS sniffers In November 
2020, Group-IB specialists noticed that nearly all of the group’s infrastruc-
ture had gone offline, but attacks involving the CoffeMokko JS sniffer 
against e-commerce websites quickly resumed.

In March 2021, Group-IB specialists discovered a new sniffer family dubbed 
WorldCommerce. The hackers use compromised websites as gates for 
collecting stolen data. During the reporting period, nearly 300 bank cards 
were stolen using this sniffer. A little later, the group compromised about 
6,000 more bank cards.

Several threat groups that use the JS sniffer called Inter, which was 
developed by a threat actor with the alias Sochi, were also active in the 
past year. According to Group-IB, more than 16,000 bank cards have been 
stolen using Inter. One of the group’s victims was a video-conferencing 
platform called Playback Now. Malwarebytes reported about the breach 
in October 2020.

UltraRank: The unexpected twist 
of a JS-sniffer triple threat

https://blog.malwarebytes.com/web-threats/2020/10/mobile-network-operator-falls-into-the-hands-of-fullz-house-criminal-group/
https://blog.group-ib.com/coffemokko
https://www.group-ib.ru/resources/threat-research/ultrarank.html
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In November 2020, Group-IB specialists discovered new attacks on e-com-
merce websites conducted by the group called UltraRank, which has 
been active since 2015. As part of its new campaign, the group hacked 
12 websites belonging to online stores and infected them with the JS sniffer 
called SnifLite, which the group started using as early as 2018. In late 
January 2021, however, the card shop ValidCC, believed to have been 
used by the group to monetize stolen cards, closed down. A ValidCC 
representative known on underground forums as SPR said that the closure 
was due to servers being seized by law enforcement. As a result, the card 
shop’s operators lost access to the compromised card database and the 
shop’s backend. Since the shop closed, Group-IB specialists have not 
detected any new UltraRank attacks, despite the group’s infrastructure 
still being partially active.

Some threat groups that target online stores experiment with legitimate 
infrastructures to host malicious code. In May 2021, Group-IB specialists 
described the activity of a group called GrelosGTM, which was discovered 
in April 2020. As part of its activity, the group used a legitimate service, 
Google Tag Manager, to deliver malicious code to infected websites. 
In February 2021, researcher Eric Brandel, together with Sansec special-
ists, found that GrelosGTM used a different platform, Google Apps Script, 
to deliver malicious code to online stores.

Threat actors also experiment with ways to exfiltrate bank card data stolen 
from users of infected online stores. A JS sniffer dubbed TelegramExfil 
used the Telegram bot API to send intercepted card data to the sniffer 
operators; this was reported by Malwarebytes in September 2020.

In January 2021, Group-IB specialists detected a new sniffer family called 
E1RB. The threat group that developed the sniffer used multiple uncon-
ventional approaches to obfuscate malicious code samples: with each 
request to the threat actors’ server, a new and unique obfuscated sniffer 
sample was generated. Part of the obfuscation mechanism was request 
time, where the minute value was used to decrypt the sniffer code when 
the code was being executed. To obfuscate the JS code, the threat actors 
used an open-source obfuscator called Hunter.

In December 2020, Group-IB specialists published a detailed analysis 
of the activity of the threat group known as FakeSecurity, which carried out 
malicious campaigns targeting admins of online stores in order to infect 
their websites with malicious JS code and steal bank cards. During its 
attacks, the group used a framework for creating landing pages to spread 
the malware Mephistophilus, the stealers Vidar and Raccoon, as well as the 
stealer FakeSecurity, which was developed internally by the group and 
obfuscated using an algorithm called aaencode.

Attacks involving a JS sniffer called Mr.Sniffa, created by a threat actor with 
the alias Billar, continue. In addition, unidentified threat actors adjusted 
the sniffer’s admin panel to distribute malware under the guise of Adobe 
Flash Player. In November 2020, Sucuri specialists described a campaign 
that involved an injector borrowed from Mr.Sniffa, but instead of stealing 
cards it loaded obfuscated code to show a fake update window.

At least four groups behind JS-sniffers described in the report Crime 
without punishment: In-depth analysis of JS-sniffers are still active. 
The group that uses PostEval continues to attack online shops. The group 
behind Illum also remains active. The group that used MagentoName 
modified the code from its arsenal and carried out one of the biggest 
attacks against Magento websites, which was discovered by Sansec 
specialists in September 2020. At the time, the group infected 2,806 
websites powered by Magento version 1. The group that uses ReactGet 
is still active: it infects websites, maintains its infrastructure, and conducts 

Crime without punishment: in-depth 
analysis of JS-sniffers

https://blog.malwarebytes.com/malwarebytes-news/2020/10/credit-card-skimmer-targets-virtual-conference-platform/
https://blog.group-ib.com/grelosgtm
https://blog.malwarebytes.com/web-threats/2020/09/web-skimmer-steals-credit-card-data-via-telegram/
https://blog.group-ib.com/e1rb
https://github.com/nicolauns/hunter-php-javascript-obfuscator
https://blog.group-ib.com/fakesecurity_raccoon
https://www.group-ib.com/resources/threat-research/js-sniffers.html
https://www.group-ib.com/resources/threat-research/js-sniffers.html
https://www.group-ib.com/resources/threat-research/js-sniffers.html
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phishing attacks, some of which were discovered in September–December 
2020 and January–March 2021.

Table with active and non-active JS-sniffers during 
the reporting period (H2 2020 — H1 2021)

Sniffer Name Emerged/Detected Active during the reporting period

Qoogle April 2018 Yes

FareCloud April 2020 Yes

SF_GATE April 2020 Yes

ant_cockroach August 2019 Yes

AnyCDN August 2020 Yes

Inter December 2018 Yes

docReady December 2019 Yes

CounterApi December 2020 Yes

ShipBill December 2020 Yes

Shopi-DGA December 2020 Yes

ArrCut February 2020 Yes

EpikCDN February 2020 Yes

OurHoney February 2021 Yes

FakeClicky January 2018 Yes

E1RB January 2021 Yes

ImageId/Poter/Improved-ImageId July 2016 Yes

FakeGraph June 2020 Yes

Mr.Sniffa March 2020 Yes

SunPearl March 2020 Yes

WorldCommerce March 2021 Yes

ReactGet May 2017 Yes

OrderManagement May 2021 Yes

Illum November 2016 Yes

FakeSecurity November 2018 Yes

OrderData November 2019 Yes

AngryBeaver November 2020 Yes

ClearConsole November 2020 Yes

SadPixel October 2019 Yes

FellSoGood July 2020 Yes

CoffeMokko September 2017 Yes

PostEval September 2017 Yes

SnifLite September 2018 Yes

occhurch September 2020 Yes
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Sniffer Name Emerged/Detected Active during the reporting period

TelegramExfil September 2020 Yes

GuettaTech October 2020 Yes

HostSSL April 2020 Yes

JCI October 2019 Yes

LazySale November 2020 Yes

TrackStat December 2019 Yes

WooAnalytics July 2021 Yes

XStatic November 2020 Yes

zzzerohost/Baka March 2020 Yes

MirrorThief April 2019 No

SJTI April 2019 No

PokerFace August 2019 No

OldGrelos December 2015 No

MagentoName December 2017 No

event_handler December 2019 No

fouhasgfuas December 2019 No

GetBilling February 2018 No

Atlas February 2019 No

MageConnectors February 2019 No

TimedMe January 2018 No

FabricRelay January 2019 No

Luna January 2019 No

MakeFrame January 2020 No

SeoStat January 2020 No

SpaceManager January 2020 No

FakeLogistics July 2015 No

EUTag July 2018 No

addtoev July 2019 No

simplewheel July 2019 No

TokenMSN June 2016 No

CheckTrack June 2020 No

TokenLogin March 2016 No

Analyt May 2019 No

ATMZOW May 2019 No

AwesomeSocket May 2019 No

CDNAPI May 2019 No

GMO.LI May 2019 No

ShellSn May 2019 No
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Sniffer Name Emerged/Detected Active during the reporting period

FakeCDN November 2016 No

PreMage November 2016 No

LoadReplay November 2017 No

503Susp November 2018 No

Pipka November 2019 No

cCreateSelectionDiv March 2020 No

WebRank October 2016 No

MatrixShop October 2018 No

FakePixel October 2019 No

MakeEvent October 2020 No

G-Analytics September 2016 No

OrgCDN September 2018 No

FakeGAds September 2019 No

GrelosAnalytics July 2019 No

HellGate May 2019 No

HotelTrack August 2019 No

Iranimo October 2019 No

jQueryFact May 2019 No

Lazarus clientToken May 2019 No

Lazarus preloader February 2020 No

LinkCatalog June 2017 No

LogEvil January 2019 No

MajorMs October 2018 No

WebPackCDN July 2019 No

VeterinaryConcepts September 2018 No

Voldemort August 2018 No

XMLRAW September 2019 No
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Financial organizations face a number of serious cyber threats. After 
studying the techniques and methods used by threat actors, Group-IB devel-
oped recommendations to help organizations in the finance industry 
to defend against all types of attack.

Sale of access to financial 
institutions
1.	 Configure account access blocking to protect against brute-force 

attacks.

2.	 Check public data leaks for sets of credentials and change passwords 
that have been found in leaks.

3.	 Limit remote access so that it can be gained only from trusted 
IP addresses or after a device that tries to gain remote access has 
been successfully identified. If these measures are not possible, 
ensure filtering by Geo IP. 

4.	 Disable or block unused remote services.

5.	 Use multi-factor authentication for remote service accounts. This 
limits opportunities for using compromised credentials.

6.	 Use minimal privileges for service accounts, restricting the permis-
sions granted to processes with potential vulnerabilities that hackers 
can potentially exploit.

7.	 Install software updates on a regular and timely basis to eliminate 
any identified vulnerabilities.

8.	 Analyze security posture and test for breach vulnerabilities to identify 
weaknesses and possible attack vectors.

9.	 Take stock of the external network perimeter, network firewall rules, 
and network address broadcasting (NAT) rules to minimize the likeli-
hood of making any services public by mistake.

10.	 Continuously identify shadow IT1 to manage your attack surface.

1	� Shadow IT are systems and devic-
es used by employees without the 
company’s IT department knowledge 
or approval.
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11.	 Ban Internet access for any easily compromised devices such as video 
surveillance equipment, smart home devices, office equipment (printers, 
scanners, multifunctional printers), and storage devices and media 
(such as SOHO-segment NAS servers).

12.	 Limit network access for specific tasks (e.g., contractors should get 
access only to servers that they need to carry out their work, rather 
than a whole network segment or the entire network).

13.	 Add an “expires at” field to user accounts and access privileges for 
situations when manually revoking remote access could fail.

14.	 Identify signs of initial access, gaining persistence, and progress across 
the network. Although most techniques used by attackers are primitive 
and can be detected even with an untrained eye, regular proactive 
threat hunting helps prevent and combat sophisticated attacks.

15.	 Regularly scan the infrastructure for indicators of compromise to detect 
signs of unauthorized network access.

16.	 Ban users from signing up to third-party services with their corporate 
email address.

Ransomware attacks
1.	 Focus on winword.exe/excel.exe creating suspicious folders and files 

or starting processes such as rundll32.exe and regsvr32.exe.

2.	 Hunt for suspicious cscript.exe/wscript.exe executions, especially 
involving network activity.

3.	 Search for powershell.exe processes with suspicious or obfuscated 
command lines. 

4.	 Analyze executables and scripts dropped into the Startup folder, 
added to Run keys, or run via scheduled tasks. 

5.	 Monitor sdbinst.exe execution for suspicious command line arguments. 

6.	 Monitor sub keys created under HKLM\SOFTWARE\Microsoft\Windows 
NT\CurrentVersion\Image File Execution Options. 

7.	 Make sure your security controls detect command lines that are typical 
for credential dumping tools such as Mimikatz. 

8.	 Hunt for common artifacts of network reconnaissance tools such 
as AdFind’s command line arguments. 

9.	 Search for file artifacts related to executing files from uncommon 
locations such as C:\ProgramData, %TEMP% or %AppData%.

10.	 Hunt for RDP-related Windows Registry and Firewall modifications. 

11.	 Collect and analyze RDP connection data to uncover any lateral 
movement attempts. 

12.	 Hunt for wmic.exe executions with suspicious command lines. 

13.	 Monitor bitsadmin.exe for abnormal behavior, especially related 
to downloads of potentially malicious files. 

14.	 Make sure that your systems detect Cobalt Strike beacons and similar 
payloads typical for post-exploitation frameworks. At the very least, 
focus on systems that are launched with common command line 
arguments and from common locations. 

15.	 Hunt for network connections from common system processes. You 
can also use known lists of Cobalt Strike team servers, which you can 
obtain from your cyber threat intelligence provider.

16.	 Search for new service creation events related to PsExec, SMBExec, 
and other dual-use or offensive security tools. 
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17.	 Hunt for executables masqueraded as common system files (e.g. 
svchost.exe) and that have uncommon execution parents or locations. 

18.	 Monitor remote access software in your network for signs of unau-
thorized usage. 

19.	 Search for cloud storage client installation events and cloud storage 
access events and check whether they are legitimate. 

20.	Hunt for common FTP software on endpoints to identify installations 
with malicious configurations.

Phishing, scam and phishing 
affiliate programs, fake 
payment pages
1.	 Set up a process for collecting information about fraudulent links and 

screenshots with links submitted by customers.

2.	 The links must be analyzed and blocked.

3.	 Analyze transactions to identify cash-out schemes.

4.	 Hunt for phishing websites.

5.	 Inform customers about fraud schemes.

Banking botnets and Trojans
1.	 Conduct session analysis to detect man-in-the-browser attacks. 

2.	 Analyze sessions to detect instances of remote control over a computer 
during payment.

3.	 Analyze and identify user computer environment simulation.

4.	 Detect compromised logins, passwords, and bank cards.

Malware for Android
1.	 Using mobile apps, analyze the environment and detect suspicious 

apps on the device.

2.	 Detect instances of applications being launched with root permissions.

3.	 Detect overlay windows being displayed.

4.	 Detect SMS messages and push notifications being intercepted.

JS sniffers
1.	 Require that e-commerce websites adhere to strict security measures.

2.	 Make provisions for malware express checks on e-commerce websites, 
in the contracts.

3.	 Carry out express checks.

4.	 Detect the source of compromised cards by identifying locations 
(physical or online) where multiple compromised cards have been used.

5.	 Analyze the cards put up for sale on card shops to detect how and 
from where the card data may have been stolen.
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•	 Digital Forensics & Malware Analysis 
laboratory

•	 Incident Response and High-Tech Crime 
Investigations

•	 CERT-GIB: 24/7 monitoring centers and 
Computer Emergency Response Team

Moscow

Amsterdam

Dubai

Singapore

Group-IB

Partner and active collaborator 
in global investigations
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Threat Intelligence  
& Attribution

System for analyzing and attri-
buting cyberattacks, threat 
hunting, and protecting network 
infrastructure

Fraud Hunting  
Platform

Real-time client-side digital 
identity protection and fraud 
prevention

Threat Hunting  
Framework 

Adversary-centric detection  
of targeted attacks and unknown 
threats within the infrastructure 
and beyond

Atmosphere: Cloud  
Email Protection

Patented email security techno-
logy that blocks, detonates and 
hunts for the most advanced 
email threats

AssetZero

Intelligence-driven attack surface 
management that continuously 
discovers all external-facing  
IT assets

Digital Risk  
Protection

AI-driven platform for digital risk 
identification and mitigation

Group-IB’s 
technologies  
& innovations

Group-IB’s experience in performing successful global 
investigations with state-of-the-art threat intelligence 
and detecting cybercriminals at every stage of attack 
preparation has been fused into an ecosystem of highly 
sophisticated software and hardware solutions designed 
to monitor, identify, and prevent cyber threats.

Group-IB’s technologies are 
recognized by the world’s leading 
research agencies
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Intelligence- 
driven services

Group-IB’s technological leadership and R&D capabilities 
are built on the company’s 18 years of hands-on experience 
in performing successful cybercrime investigations 
worldwide and the 70,000 hours of cybersecurity incident 
response accumulated in our leading forensic laboratory 
and CERT-GIB.

world-class experts

600+

successful investigations worldwide

1,300+

practical experience

18 years

hours of incident response

70,000+

Prevention

•	 Security Assessment

•	 Compliance Audit

•	 Red Teaming

•	 Pre-IR Assessment

•	 Compromise Assessment

•	 Cyber Education

Response

•	 Managed Incident reponse

•	 Managed detection and threat 
hunting

Investigation

•	 Digital Forensics

•	 Investigations

•	 Financial Forensics

•	 eDiscovery

Group-IB 
Expertise
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www.group-ib.com info@group-ib.com group-ib.com/blog +7 495 984 3364

PREVENTING 
AND RESEARCHING 
CYBERCRIME 
SINCE 2003


